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but is not required to, participate in
the facility’s scheduled drill.

(4) Drills must be conducted within
one week whenever the percentage of
vessel personnel with no prior partici-
pation in a vessel security drill on that
vessel exceeds 25 percent.

(c) Exercises. (1) Exercises must be
conducted at least once each calendar
year, with no more than 18 months be-
tween exercises.

(2) Exercises may be:

(i) Full scale or live;

(ii) Tabletop simulation or seminar;

(iii) Combined with other appropriate
exercises; or

(iv) A combination of the elements in
paragraphs (c)(2)(i) through (iii) of this
section.

(3) Exercises may be vessel-specific
or part of a cooperative exercise pro-
gram to exercise applicable facility and
vessel security plans or comprehensive
port exercises.

(4) Each exercise must test commu-
nication and notification procedures,
and elements of coordination, resource
availability, and response.

(5) Exercises are a full test of the se-
curity program and must include the
substantial and active participation of
relevant company and vessel security
personnel, and may include facility se-
curity personnel and government au-
thorities depending on the scope and
the nature of the exercises.

§104.235 Vessel
quirements.

(a) Unless otherwise specified in this
section, the Vessel Security Officer
must keep records of the activities as
set out in paragraph (b) of this section
for at least 2 years and make them
available to the Coast Guard upon re-
quest.

(b) Records required by this section
may be kept in electronic format. If
kept in an electronic format, they
must be protected against unauthor-
ized deletion, destruction, or amend-
ment. The following records must be
kept:

(1) Training. For each security train-
ing session, the date of each session,
duration of session, a description of the
training, and a list of attendees;

(2) Drills and exercises. For each drill
or exercise, the date held, description
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of drill or exercise, list of participants;
and any best practices or lessons
learned which may improve the Vessel
Security Plan (VSP);

(3) Incidents and breaches of security.
Date and time of occurrence, location
within the port, location within the
vessel, description of incident or
breaches, to whom it was reported, and
description of the response;

(4) Changes in Maritime Security
(MARSEC) Levels. Date and time of no-
tification received, and time of compli-
ance with additional requirements;

(5) Maintenance, calibration, and test-
ing of security equipment. For each oc-
currence of maintenance, calibration,
and testing, the date and time, and the
specific security equipment involved;

(6) Security threats. Date and time of
occurrence, how the threat was com-
municated, who received or identified
the threat, description of threat, to
whom it was reported, and description
of the response;

(7) Declaration of Security (DoS).
Manned vessels must keep on board a
copy of the last 10 DoSs and a copy of
each continuing DoS for at least 90
days after the end of its effective pe-
riod; and

(8) Annual audit of the VSP. For each
annual audit, a letter certified by the
VSO stating the date the audit was
completed.

(c) Any records required by this part
must be protected from unauthorized
access or disclosure.

§104.240 Maritime Security (MARSEC)
Level coordination and implemen-
tation.

(@) The vessel owner or operator
must ensure that, prior to entering a
port, all measures are taken that are
specified in the Vessel Security Plan
(VSP) for compliance with the
MARSEC Level in effect for the port.

(b) When notified of an increase in
the MARSEC Level, the vessel owner
or operator must ensure:

(1) If a higher MARSEC Level is set
for the port in which the vessel is lo-
cated or is about to enter, the vessel
complies, without undue delay, with all
measures specified in the VSP for com-
pliance with that higher MARSEC
Level;
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